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UNCLASSIFIED//LAWENFORCEMENT SENSITIVE 

INVESTIGATION 

(U//FOUO} FBl's Ability to Legally Access Secure Messaging App Content and Metadata 
(U//LES-) As of' November2020,_the•FBl's_ability to legaJly access secure content on leading messag;jng applications is depicted below, including details.on accessible information based on-the applicable legal process. Return data provided 
by the,compi3nies listec;I below, with the txc;ep.tion of WhatsApp, are ~ctu,;1lly lpgs of latent data that. ar:e pn?vided to law ~nforcem,ent in a npn-r:eal-time manner and may impact )nve~tigation:s due to delivery delays.. 
UNCLASSIFIED /LAW ENFORCEMENT SENSITIVE 

PE= 
SUBSCRIBER 

QATA 

• Mes-~i!ge C?nten~:. L!mite.d 
, Sll.bppen~; can renc;l.er bps.ii: 

su.b:..criberinformation 
• i.S Li.S.C.§,Z703(d):ci:ln render 

25daysofiMessage!ookups1o 
:andtr.oniatargetnumber1 

~ Pen ReJls.ter.nqcapabilityL 
, .SearchW~rrant:,c;anrf!n.der 

backups1:1f~targetdevice;if 
t{!Jg~tuses iC[otJci backup, the 
l! □cryptionkeY$SJwuldaJsobe 

PJ0Y!dOOwith cootentJefurn; 
c;analsoacquireiMessag~fro,m 
iCl9udreturnsiftargethas 
en?bled~ess~e:es_1r:i1Clo,ud 

~ 
MESSAGE SENDER-

RECEIVER DATA 

Line Signal Telegram Threerna 

"· Me~.~a~ ~onter-t: U~it¢* " F)li;i.Messac;!l. 
• Sllspect's and/o_rvi<;tjm'.s Co-nter,t 

regist~red inform1;1tiqn (Prpfile • Date ,and 
I m.ag_e, d1sp[;iy n;;i,me, ero.a.d time ;;1 user 
.iddre:.s, phone oum6'er1 LINE registered 
ID, date pf regiStration, .~tc,l '" Last date of a 

• fnfor~a\1ono_nus~ge user':s. 
cqnnectiv.itv 

*f.,.!laximumofs.evendavs-' tothe:service 
worthofspe.c.ifiedu.sers.'iext 
chats(OolywhenE2EEha_s.not 
been elec;tedqndapplled-a.nd 
oolywhen.recei'-!ingan 
effective•w;<1rrant;howe-ver, 
Yicjen,pictur.e,fifes,location, 
phone call audio and other 
suchdatawillnotbe 
disclose.d) 

• NpM,essas;e; 
Conter1t 

• ('-lqcqnt;u;t 

informatii:in 
provided for law 
enforcement to 
pursuearourt 
9r.der.As per 
TeJegram.'s privaw 
statement_,.for 
confftmec:I 
tE!rrarist 
iov~ti_gations, 
Tel~gr,un may 
discl0selPaddress 
and phone 
numberto 
releva11t 
authont1es 

Q GI AA, 
DEVICE IP ENCRYPTION 
BACKUP ADDRESS KEY(SJ 

• N0Me;s~ag1;1 
Content 

•· Ha.shofpbcm!:: 
numb!H<md 
emaitaddress 1 if 
'provided)Jy 

• Push-Token1 if 
p.U!~hservlce.is. 
u.sed 

•· P.ublicKev: 
• DateCnot_ime} 

ofThreemalD­
creation 

•· Q.;it¢{n:c:itirue} 
of l;_istl_o.gin 

~ 
DATE/TIME 

INFORMATION 

Viber 

• _No,Mes~e 
Content 

11; Provides a<:co.unt 
{i.~. phone 
numbe:rt 
regisfrationdii.tq 
a·ndlPaddrnssat 
time of creation 

• Me,s.s.agE;>His.tory: 
t1me,.date,source 
nllmbera11d 
destination 
nurnller 

REG1SfRATIDN 
TIMEDAT:A 

WeChat 

l~I [-~" 

GI 
• NC1Mess~e 

Contet)t 

• Ai;;O?pt:s 
preservation letter'$ 
and.s.r.tbpoen.as,but 
canm;,tpr:0\/ide 
r.ei;or.d~for accounts 
creoitedin Chi11<t 

• Fornon-China 
accounts,thevcan 
provide.basic 
information(name, 
ph_onenuml:.>er, 
email,IPaddressl, 
whicbisretainedfor 
as_longasthe 
account is active 

USER'S 
CON1'ACTS 

WhatsApp 

~wt
. 

. "' 

[fr 
• Mi:ssa_ge Conte:nt; Limited* 
• Subpoena~ ~an render basic 

subscriber record:-

•· Court Order: Subpoena 
returnaswe.lJ.asinform;:itlon 
like ti~Cked,users 

.., SearchWarrant:Provides 
addreS.S-bab~ oonta~s ,an~ 
Wh,aJsAppu;,eq;,wl"io·bav~ 
thirt.a~gel jn Jhe1r.iddFe:,,,:; 
bQo[rcqotacts. 

• P~tl R~gister: Sent every 15 
minutes, prov1ciessource.and 
de5tinationforeachmeSSage 

~lftargetisusingari i.Phone 
andiCloud bac~ups en.abled, 
1Clo_u.dretl!nJsmaycontain 
WhatsAppdata,toinclude 
mess.age content 

1 (U/ /LES) Apple provided logs only identify if a lookup occurred. Apple returns incilude a dfsclaimer that a log entry betwten.partie.s does notiridkatea convers:aticintook plaCe. These.query logs have also ,contained errors, 

Wicl<r 

~~ 
~ 

f No Mes~;age C.ontent 
• Dateandtimeaccount 

cr-eated 
• Type of devicl";'(s,l app installed 

• Date of lastus:e. 
• Tci~aJ r4mber of m.essages 
• r,l4m~rofezj:emallD.s(1?m;iil 

.iocli~;,e_:;jl.nc;[phone, 
num_bef!i)~onnectedtpthe 
;m;;or.tnt, br.tt not pl~in!OO 
e)(l:ernal 1~-them~elve:s-

• Avatarimage 
•-Limitedr.ecordsofrecent 

change:itoaccount-sf:tting 
such as adding or-suspending 
a,d-1Nice(r;loes-notind-1,Jde 
messageumtentorrouting 
anddelive.ryioformatiop) 

-11 Wickr Version Number 

(U) LAW ENFORC:E~ENT SENSJ'i;JVE: T,be i.nformatjonrn;irked (U/ /~~~ jn thi~ dqeument,i~ the prope:r:t}' of~Bl an9" lllp.y be flistnbu.te_d ")!ithin the Fecle,i:-:d 4ov.~pment (and it;s \~ntra.c~prs), US jn~J~ig~nce, law enforcem~nt, publi,~ saf~ty or pri;,tectiqn officials and iJ1divid,uals 
with a need ta know, Distribution beyond th1?Se entities without FBI authoriz:atioll is prohibited. Prei:;autions sbmtld be taken to ensure tJris information is stored and/ or. de-strayed in a. manner-that pre.dudes unauthorized ae~ess. Information. beadngthe J,ES caveat may not be 
m;(;!d in l.i;g-4-i·prm:ee(ijl)gS'"withuutfin.treceivingq.uthorizatiunfrom the origiuatingc1g.eney, Recipieuµ; .µ-e prohibited from sut>st:q¼ently pl'.1st.inithe infoniJ.ati.011.11'.)#rk.ed !...KS oo ;:1w-ebsite orM uni;lassified.nc:twork 
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